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https://www.cloudflare.com/learning/security/api/what-is-shadow-api/
https://www.cloudflare.com/learning/security/api/what-is-shadow-api/
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https://www.cnn.com/2019/06/03/business/quest-diagnostics-breach/index.html
https://www.darkreading.com/attacks-breaches/fbi-helping-australian-authorities-investigate-massive-optus-data-breach-reports
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https://zh.wikipedia.org/wiki/%E7%AA%81%E7%A0%B4%E7%BD%91%E7%BB%9C%E5%AE%A1%E6%9F%A5
https://blog.cloudflare.com/zh-tw/q1-2023-internet-disruption-summary-zh-tw/
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https://www.cloudflare.com/press-releases/2023/new-study-reveals-cloud-giants-are-holding-businesses-captive/
https://duo.com/decipher/cisos-developers-and-the-software-supply-chain-security-disconnect
https://www.theee.ai/2022/06/06/17890-study-shows-82-of-cios-say-their-software-supply-chains-are-vulnerable/
https://duo.com/decipher/cisos-developers-and-the-software-supply-chain-security-disconnect
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https://www.gartner.com/en/newsroom/press-releases/2023-10-11-gartner-says-more-than-80-percent-of-enterprises-will-have-used-generative-ai-apis-or-deployed-generative-ai-enabled-applications-by-2026
https://www.cloudflare.com/learning/ai/what-is-generative-ai/
https://www.cloudflare.com/learning/ai/what-is-generative-ai/
https://www.cloudflare.com/zh-tw/learning/bots/what-is-data-scraping/
https://www.forrester.com/blogs/predictions-2024-security-and-risk/

#2024 FRUERBTER

B 5 IEERE T F I

@ s

Cloudflare | 2024 £ APl 2214 EIEBRE

21 42 20 FA0 fRBIZTVIR(EEREZE T Web FEAREL
EfiEREAINRZASET Web B E25 2RI E T2 EaEHE
MRERIZIN AR AZHIRABARENTE R API 2K
SEREREESE G- IRPEIBEAREERNER

R 5 ILIEmIZe

FfFiFRET> 2024 &> (RIBIZTVIR(FE RERE S B2
EFRLETEREE RN AP AR EE S (AP BY
S EBREFER Web FEAIZTN UD) B API Z{REZ
EEE (82 Web FEFRZTUABLL)

LR B SMB R EILERIRP 26 -1NR—(E
ANt E AR EEM KR ER A ZERP - A S B InE
SRR 15 1 5 A A B4 S SR AR Bl - (I LE BB B Eh KR
REUMMRPREZEEMANAE-

FLRHB T HIRE BEIETRE (MRS EERR
5% A P LU RGER) MEAGHE B EREHREY mP-

FLEER T ARFTERT AP L2 T AP FEREREH
BEERE = fIU | B E ESNEE R IAREE
HEEEREEEE - A K8 Al AP IERU(eIBF AR R BT AL
4N, EFUAEZ AP NEER Z EBIRINRETHILF

21



https://www.cloudflare.com/zh-tw/learning/bots/what-is-credential-stuffing/
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https://www.cloudflare.com/zh-tw/learning/privacy/what-is-pci-dss-compliance/
https://www.infosecurity-magazine.com/opinions/comply-api-security-pci-dss/
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