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https://www.cloudflare.com/ko-kr/press-releases/2023/new-study-reveals-cloud-giants-are-holding-businesses-captive/
https://duo.com/decipher/cisos-developers-and-the-software-supply-chain-security-disconnect
https://www.theee.ai/2022/06/06/17890-study-shows-82-of-cios-say-their-software-supply-chains-are-vulnerable/
https://duo.com/decipher/cisos-developers-and-the-software-supply-chain-security-disconnect
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https://www.gartner.com/en/newsroom/press-releases/2023-10-11-gartner-says-more-than-80-percent-of-enterprises-will-have-used-generative-ai-apis-or-deployed-generative-ai-enabled-applications-by-2026
https://www.cloudflare.com/learning/ai/what-is-generative-ai/
https://www.cloudflare.com/ko-kr/learning/bots/what-is-data-scraping/
https://www.forrester.com/blogs/predictions-2024-security-and-risk/
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https://www.cloudflare.com/ko-kr/learning/bots/what-is-credential-stuffing/
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https://www.cloudflare.com/ko-kr/learning/privacy/what-is-pci-dss-compliance/
https://www.infosecurity-magazine.com/opinions/comply-api-security-pci-dss/
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-proposes-amendments-strengthen-modernize-health-breach-notification-rule
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https://www.cloudflare.com/the-net/connectivity-cloud/
https://www.cloudflare.com/ko-kr/learning/ddos/what-is-layer-7/
https://www.cloudflare.com/ko-kr/learning/bots/brute-force-attack/
https://www.cloudflare.com/ko-kr/learning/bots/brute-force-attack/
https://www.cloudflare.com/ko-kr/learning/security/threats/zero-day-exploit/
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https://devops.com/api-sprawl-a-looming-threat-to-digital-economy/
https://www.cloudflare.com/ko-kr/learning/ddos/glossary/web-application-firewall-waf/
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https://blog.cloudflare.com/cloudflare-waap-named-leader-gartner-magic-quadrant-2022/
https://www.cloudflare.com/ko-kr/learning/security/what-is-web-application-security/

Z3—-APIEE 3H HE=

WAF, DDoS 52| =+ I (UZh) A ArE X2 B0
SR5X|TH 0= MH|A = FHIH 9§= API7} OfL|2}
OHE2[AI0| 8 E E25t7| ?fo 1 tE|ASLICE.

XM= APIE E3l| MH| AT O 0| = EE|D 2, 2H0|
A FA=EAPI 2O S 2| E Sl gl ff HetS Zstslof
rLIC}.

ol Hot
= I_

4172 O 21 AL 23l 13 AP ROt 2124 APloic]
(o]

o
- |
HEO| 7| =S st AP K0| A71 o = (K AX QI

S| QIX|, efo| X2l o= 2IK|) & ol FE == AFLICE.

XM= Be B2 TSR API 22t0] MZ22
LHEO0|Zt= HE & &1 AS LI 22h2 T XIS 28h A7t
OfL|2}, H|ZL|A B E I M5t 0|3 = SH = EH5H{of
gfLICH MZ MSO0| EetX| 2, A[A[El APIS] 22t 5 FHO
S0{EH, 22t 89l 2 20| FO0IX[1, 35X == JHExt &
API El2| MLt d0] FOtEICH= 240 2ot &4 2| O™ ILICE.

Cloudflare | 2024'd API EoF 3! 22| HM

< />




HZL|AE {1Sol=API E=

Cloudflare 222t HEHE 7|dtS = ot Cloudflare
2l o =2|A[0|M & API E5(WAAP) ZEEZE|20|= ofj=2|#|0|M
g API°I LRl ﬂé% % |5t DDoS 342 X|X[o}H

= Aol 5 MEAQl offE2|7[0|M HOoF 7|50| S0
OIAL||:|-

AHM[5] 2ot 7|

Cloudflare APl 444 OWASP API 4¢| 107(X| E=,
mutual TLS, 412 NliotX| &= API E= S0 EHOH
2OLE M| 2.

Cloudflare | 20243 API =9t 3l 22| 2114

10
>t

29


https://www.cloudflare.com/ko-kr/connectivity-cloud/
https://www.cloudflare.com/ko-kr/application-services/products/api-gateway/
https://www.cloudflare.com/ko-kr/application-services/products/api-gateway/
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